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Abstract. On May 25th 2018, the GDPR, or General Data Protection
Regulation, became applicable for all EU member states and all organi-
zations located and/or operating in them. For organizations it appears
to be difficult to know what activities they are performing correctly and
what not, since the Regulation has many aspects and no organization
is the same. The Dutch Information Supervisory Authority Autoriteit
Persoonsgegevens has, together with the RVO (Netherlands Enterprise
Agency), developed a high-level GDPR readiness scan, which is useful
to a certain extent but remains generic and contains walls of text. In
this master thesis I develop and test a rule based system for checking
GDPR compliance that gives well structured feedback on compliance
and areas of improvement. After a literature study on compliance and
the GDPR, interviews to identify important real world problems were
held and a first version was built. A test run was done to find out how
the tool could be improved, which was followed by an experiment where
seven participants used either the current RVO tool or the newly devel-
oped Compliance Scan, testing for perceived compliance improvement
and confidence improvement. The RVO tool took less time to complete
and caused a slightly higher perceived compliance improvement, while
the developed C-Scan caused a higher improvement in confidence. There
are reasons to assume that the C-Scan taught its users more on the level
of their GDPR compliance than the RVO tool, but future research is
needed to confirm this. Next to fulfilling the criteria for a successfully
developed tool set out in this paper, the Compliance Scan satisfies accu-
racy and ease of use for the intended target group. It has laid the basis
for a structural GDPR compliance analysis method, and may assist more
organizations even better in the future.

Keywords: GDPR, AVG, compliance, data protection, privacy, per-
sonal data



Preface

Acknowledgements:
First of all, I would like to thank my parents and sister for supporting me and,
most of all, forcing me to take breaks throughout the six months it took to com-
plete this master thesis project.

Secondly, I would like to express my gratefulness to my external supervisor
dr. Sieuwert van Otterloo (ICT Institute) and internal supervisor dr. Henrik
Leopold (VU Amsterdam). Dr. van Otterloo has supported and supervised me
on a daily basis. He gave me an open insight in ICT Institute and IT advisory
and allowed me to learn as much about them as I wanted, observed and advised
with a sharp eye for detail, and helped connect me to the right organizations.
Dr. Leopold guided me through the minefield called academic research, while at
the same time providing me with lots of freedom to find the topic that interested
me and explore it.

Next, for their direct contribution to this thesis I would like to thank:

– Marc Abbink, Marilena Tsigkou, and Marco van Burken from ISO2Handle
for the provision of their platform and services, and the very close and pleas-
ant collaboration that turned an idea into a real product

– Dr. Floris van den Broek from ICT Institute for the connections, and dr.
Joost Schalken-Pinkster (also from ICT Institute) for the feedback on my
experimental design

– Freke van Dijk for the proofreading
– Bert Wassink for helping discover some pesky bugs and giving valuable feed-

back

Fourth, a special mention for their indirect contribution:

– Wiebe Tijsma for the participant connection and interesting DPO experi-
ences

– Noah Korevaar for the many new insights, distraction where appropriate,
and setting the example for work ethic

– Peter Bennink for the interesting GDPR dilemmas and discussions

Finally, I would like to extend my gratitude to all organizations and people hav-
ing participated in the initial interviews or experiment. Even though I would
love to mention and thank you all by name, I will keep the promise to leave you
anonymous. This thesis would not have been possible without you!

Joost Krapels, 15-07-2018

2



1 Introduction

The General Data Protection regulation, or GDPR for short, is a new European
Regulation that aims to protect the personal data of EU citizens and simplify
the handling of personal data protection for organizations.

Since the GDPR is a fairly new Regulation affecting all departments and
levels of organizations, it can be difficult to apply. There is no case law yet,
and guidelines still have to be furtherly developed. Just like the pre-cursing
Dutch Data Protection Act, it will take quite some time for the Regulation to
take shape in practice. [Winter et al., 2008] Any organization that works with
personal data is affected by and has to comply with the Regulation, or risk
a hefty fine. The Regulation replaces national laws and a nearly 25 year old
European Directive, so organizations need to be aware of the changes to stay
compliant with data protection legislation. It contains 99, often fairly complex,
articles which researchers such as Koops [2014] find to defeat the purpose of
simplifying data protection.

The Dutch Information Supervisory Authority Autoriteit Persoonsgegevens
(from here on referred to as AP) set out a ten step plan [AutoriteitPersoons-
gegevens, 2017] that covers the most important topics that need to be checked on
to determine GDPR compliance. As a way for organizations to do a quick self-
check, the AP also developed a high-level GDPR readiness scan together with
the RVO (Netherlands Enterprise Agency). The documentation accompanying
the ten step plan and readiness scan is detailed and elaborate, which is also its
main weak point. The walls of text make it difficult to use, and not intuitive for
the user whether he or she is compliant.

The aim of this paper is to improve the user experience and efficiency of the
AP plan and RVO tool by constructing an automated rule based checklist system
with hands-on feedback that assists in applying the complex new General Data
Protection Regulation. Since a regular research question would not do the pro-
cess of developing an Information System justice, I have followed the approach of
Wieringa [2014] for Design Science Research to formulate the following technical
research problem:

The design of a checklist that satisfies accuracy and ease of use so
that GDPR compliance can be checked in business processes.

The research in this paper is structured according to Peffers et al. [2007] ’s
Design Science Research Methodology. This methodology provides a solid foun-
dation for developing an Information Technology system, due to the fact that
emphasis is put on a step-wise approach and iterations are encouraged.

With the motivation and right methodology found, an initial version of the
tool was developed. Five organizations were then interviewed to determine on
what aspects focus needs to be put and with that, a good connection to the
work floor can be assured. The tool was developed further, had a test run, was
improved, was tested in an experiment against the current RVO tool using two
groups of seven participants, and was finally evaluated.
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The value of a successfully designed product is trifold: organizations will
be able to handle data protection and privacy with more care, their level of
contentment with the new Regulation and confidence in their compliance to it
will increase, and automating and simplifying a seemingly difficult aspect of
doing business saves time and resources. In chapter 3.2, I will elaborate on this
goal by presenting the objective of the solution.

Comparing the Compliance Scan tool to the RVO tool yielded several new
insights. The RVO tool took considerably less time to complete and made the
users feel slightly more GDPR compliant, but not as confident in the given
answer as the C-Scan tool did. The Compliance Scan took longer to complete
but provided concrete feedback and is likely to have caused the users to actually
learn about their current level of GDPR compliance. It has been determined to
be a useful way to gain insight in one’s GDPR compliance by SMEs from various
sectors, and fulfilled the criteria set out for it in this paper. Both tools could
profit from more real-world examples and even more clarification on used terms.

2 Background

2.1 The GDPR

The GDPR (EU 2016/679) entered into force on May 24th of 2016, with a
transition period of two years. From May 25th of 2018 on, the Regulation applies
to each and every organization in the member states of the European Union that
processes personal data, and organizations outside it that process personal data
of individuals within the EU. The Regulation replaces a Directive from 1995, the
DPD (95/46/EC). Next to the educated guess we can all make that legislation
based on the state of Information Technology of 23 years ago is outdated by
now, the change from a Directive to a Regulation is less trivial than it might
sound. The Regulation simply became applicable in all EU member states, and
binds together all data protection legislation on the European and national level
instead of setting a goal that has to be achieved according to own insight. The
GDPR does, however, leave room for member states to fill in certain details to
assure the Regulation ties in as smoothly as possible with national laws. As the
GDPR states in Recital 10:
“This Regulation also provides a margin of manoeuvre for Member States to
specify its rules, including for the processing of special categories of personal
data (’sensitive data’).”

This is often done by means of a national Implementing Law. Taking the
Netherlands as an example; the Implementing Law is called the UAVG, where
the U stands for Uitvoeringswet (Implementing Law) and AVG for Algemene
Verordening Gegevensbescherming (GDPR).
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2.2 Definitions

To avoid ambiguity with important terms, they have to be properly defined.
Below a collection of the terms often used in this work, how they are described
in the GDPR, and where:

Personal data
Personal data is any information relating to an identified or identifiable natural
person (’data subject’). (p. 33)

Data subject / identifiable natural person
A data subject is a natural person who can be identified, directly or indirectly,
in particular by reference to an identifier such as a name, an identification num-
ber, location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social identity of
that natural person. (p. 33)

Consent
Consent is any freely given, specific, informed and unambiguous indication of the
data subject’s wishes by which he or she, by a statement or by a clear affirmative
action, signifies agreement to the processing of personal data relating to him or
her. (p. 34)

Processing
Under the term processing falls any operation or set of operations which is
performed on personal data or on sets of personal data, whether or not by au-
tomated means, such as collection, recording, organisation, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restric-
tion, erasure or destruction. (p. 33)

Personal data breach
A personal data breach is a breach of security leading to the accidental or unlaw-
ful destruction, loss, alteration, unauthorised disclosure of, or access to, personal
data transmitted, stored or otherwise processed. (p. 34)

Controller
Considering personal data, the controller is the natural or legal person, public
authority, agency or other body which, alone or jointly with others, determines
the purposes and means of the processing of personal data; where the purposes
and means of such processing are determined by Union or Member State law,
the controller or the specific criteria for its nomination may be provided for by
Union or Member State law. (p. 33)

Processor
Also considering personal data, a processor is a natural or legal person, public
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authority, agency or other body which processes personal data on behalf of the
controller. (p. 33)

Data Protection Officer (DPO)
In Recital 97, the Data Protection officer is described as a person with expert
knowledge of data protection law and practices. (p. 18) This person should, ac-
cording to Article 39, inform and advise their employer and its data processing
employees of the obligations set by the GDPR, monitor compliance with the
Regulation and other data protection laws, advice on or perform DPIA’s, and
be the face of their employer and point of contact towards the Supervisory Au-
thority.

Data privacy Impact Assessment (DPIA/PIA)
A DPIA is an assessment of the impact of the envisaged processing operations
on the protection of personal data. (p. 53) It needs to be carried out when a
type of processing, in particular using new technologies, and taking into account
the nature, scope, context and purposes of the processing, is likely to result in a
high risk to the rights and freedoms of natural persons.

Supervisory Authority
A Supervisory Authority is an independent public authority which is established
by a Member State pursuant to Article 51 (p. 34) Article 51 states that each
Member State shall provide for one or more independent public authorities to be
responsible for monitoring the application of this Regulation, in order to protect
the fundamental rights and freedoms of natural persons in relation to processing
and to facilitate the free flow of personal data within the Union (p. 65) and that
every Supervisory Authority shall contribute to the application of the Regula-
tion and cooperate with each other and the European Commission. Examples
of Supervisory Authorities are the Dutch Autoriteit Persoonsgegevens and the
UK’s ICO.

Special categories of personal data
The GDPR makes a distinction between several categories of personal data.
They deem some categories to be special, namely personal data revealing racial
or ethnic origin, political opinions, religious or philosophical beliefs, or trade
union membership, and the processing of genetic data, biometric data for the
purpose of uniquely identifying a natural person, data concerning health or data
concerning a natural person’s sex life or sexual orientation. (p. 38) The restric-
tions on the processing of these types of personal data are much higher than
the ’normal’ types, since mishandling them could have much more severe conse-
quences for the rights and freedom of people.

Risk and High Risk
The GDPR is not very clear on what constitutes high or low risk (processing)
activities, even though these terms are used quite frequently. No percentage of
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likelihood is mentioned, the only semi-clear definition is given in Recital 76,
namely: Risk should be evaluated on the basis of an objective assessment, by
which it is established whether data processing operations involve a risk or a
high risk. (p. 15) According to Recital 77, risk and mitigation identification can
be provided by approved codes of conduct, approved certifications, guidelines
provided by the Board or indications provided by a Data Protection Officer.
(p.15) Recital 94 states that high risk is likely to result from certain types of
processing and the extent and frequency of processing, which may result also
in a realization of damage or interference with the rights and freedoms of the
natural person. (p. 18)

Compliance
No direct definition of compliance is used. For this reason I shall use the Oxford
dictionary definition 1.2 of compliance1, namely: “The state or fact of according
with or meeting rules or standards”.

2.3 The RVO tool

The Rijksdienst Voor Ondernemend Nederland (RVO) has, together with the
Dutch Supervisory Authority Autoriteit Persoonsgegevens, developed a checklist
tool for GDPR compliance. The RVO is part of the Dutch Ministry of Economic
Affairs and Climate Policies, and calls themselves the Netherlands Enterprise
Agency in English. The scope of the tool has been shrunk to just data con-
trollers, it is written in Dutch, and consists of the following chapters:

Welcome

1. Your Processing Activities
2. The Lawful Bases of Processing
3. The DPO
4. The DPIA
5. Data Protection by Design and Data Protection by Default
6. Register of Processing Activities
7. Security
8. Processing Agreements
9. Informing Data Subjects

10. Rights of Data Subjects

Your advice

According to the introduction page, the information is concise and meant for
own use. I have used this tool as the comparative tool in my research since it
is quite close to the tool I planned to develop; a checklist type tool with a cus-
tomized report in the end. The RVO tool also contains ten chapters, but not all

1compliance — Definition of compliance in English by Oxford Dictionaries.
https://en.oxforddictionaries.com/definition/compliance.
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chapters are the same as the ones used in the Compliance Scan. More on this
can be found in chapter 5.1. The main strength of the RVO tool is the fact that
it has been developed in collaboration with the Dutch Supervisory Authority.
The Authority has an elaborate website2 with ample information on the GDPR,
and is objectively the most trustworthy source of GDPR information for Dutch
citizens and organizations falling under the AP’s authority.

2.4 Related work

Kingston [2017] states that AI can assist with GDPR compliance by “asking
all and only the relevant questions; monitoring activities; and carrying out as-
sessments” (p. 429) and that AI can help reach compliance by, among others,
following compliance checklists and help in risk assessment. For following com-
pliance checklists, he uses an example organizational level checklist by Evans
[2016], and explains how rule-based AI technology can help implement its point-
ers. For risk assessment, he describes that an AI system could assess the risks
and make the connection between the level of risk and what mitigation measure
would be appropriate. The GDPR often refers to high risk activities, so it is vital
to know when this is the case. A checklist can help identifying these activities in
an easy and inexpensive manner compared to e.g. a full Data Protection Impact
Assessment.

Current checklists for GDPR compliance in business processes
There is, at the time of writing, no checklist that thoroughly checks for GDPR
compliance in business processes, but there is plenty of work on GDPR com-
pliance on software system- and organizational level. Research on implementing
GDPR compliance on software system level has been done by e.g. integrating pri-
vacy best practices into a privacy engineering methodology [Notario et al., 2015]
and developing PIA templates [Iwaya et al., 2016] based on the European Com-
mission’s DPIA framework. [EuropeanCommission, 2011] Research on GDPR
compliance on an organizational level is often done by consulting firms, law
firms [Evans, 2016], or Information Supervisory Authorities such as the British
ICO [ICO, 2017] and the aforementioned Dutch AP, which provide a GDPR
summary or general checklist to assess where one’s organization stands at the
moment.

Compliance
This assessing of one’s current stance on regulatory compliance falls under com-
pliance management. In 2008, El Kharbili et al. proposed a technical framework
for compliance management in business processes, which is mentioned often
in papers on the topic. In 2012, El Kharbili made a comprehensive summary
on Business Process Regulatory Compliance Management Solution Frameworks,
comparing similar frameworks to date effectively from a BPM perspective. Re-
cently, in 2016, an abstract formal framework was proposed by Hashmi et al.,

2”Autoriteit Persoonsgegevens —.” https://www.autoriteitpersoonsgegevens.nl/.
Opened on 7 Jul.. 2018.
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who, in an elaborate overview of previous work on evaluation frameworks, men-
tion among others the 2012 literature review of El Kharbili as the most recent
in this field and how norms, imposed from laws, should be interpreted to reach
actual compliance. Compliance detection can, according to Sadiq et al. [2007],
be either after-the-fact or before-the-fact, where they preferred the latter due to
a severe difficulty to evolve and maintain of the former. The checklist will do
an after-the-fact compliance check, but advise an before-the-fact approach for
improvement.

The influence of the GDPR on business processes
Research on the direct influence of the GDPR on business processes is scarce, but
the GDPR seems to influence business processes in mainly two ways. Processes
will have to be adapted to become compliant, and new processes might have to
be established for compliance on an organisational level. In 2017, Heuck et al.
used a certain process modelling notation to digitize the GDPR, and by applying
the self made model to a business process, a new activity was discovered that
needed implementation, showing that the Regulation can call for the extension
of business processes with new activities. The need for establishment of new
processes, such as the need for a DPIA (Sec. 3, Art. 35) and taken measures
to be assessed on a regular basis (Sec. 2, Art. 32) stems from the Regulation
itself, as well as from research. [Buchmann and Anke, 2017] It is underlined by
security experts, such as Tankard [2016] who describes the need “to implement
appropriate technological and operational safeguards for securing data, including
putting in place strong privacy controls.”. (p. 6)

Privacy in business processes
Several attempts have been made to implement privacy [Labda et al., 2014] and
GDPR compliance [Bartolini et al., 2015] into Business Process Modeling. These
are examples of Data Protection by Design, which is together with Data Protec-
tion by Default a requirement of the GDPR. Buchmann and Anke [2017] built
forward on the idea of privacy in workflows. They propose Workflow Privacy
Patterns, and how to integrate these into the existing tool-chain. They describe
that data privacy must be considered in workflows by means of Privacy Pro-
cesses (several processes need to be established, such as handling requests of
data subjects), Crosscutting Privacy Patterns (processes where personal data
is involved need to be updated to comply with the GDPR), and Meta Privacy
Processes (certain demands set out in the GDPR influence processes directly
such as minimal data collection and separation of duty).

Even though, in total, quite some research on compliance, privacy in business
processes, the influence of data protection legislation, and the influence of GDPR
on software systems has been conducted, there seems to have been no study that
combines all these aspects. This thesis closes that gap by combining knowledge
from these fields and results from its studies and incorporates it in a rule based
system that checks for GDPR compliance.
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3 Methodology

3.1 The DSRM

To structurize this thesis and research, I will be following Peffers et al. [2007]
’s DSRM methodology. The DSRM, or Design Science Research Methodology,
is a structured approach for conducting Design Science research. A schematic
version of it can be found in figure 1, which also clearly shows how welcome
iterations are. The methodology is specifically focused on and developed for the
field of Information Systems, and consists of the following six stages:

Step 1: Problem identification and motivation
Step 2: Definition of the objectives of a solution
Step 3: Design and Development
Step 4: Demonstration
Step 5: Evaluation
Step 6: Communication

Fig. 1. DSRM Process Model

The first stage, Problem Identification and Motivation, has been addressed in the
introduction of this thesis, as well as a state of the art of the related literature
in chapter two. The following sub chapter (3.2) sets out the Objective of the
Solution. Chapters four and five provide the Design and Development stage, in
chapters six and seven the Demonstration and Evaluation will be discussed, and
this thesis as a whole will serve as the final stage, Communication.

I have gratefully used the opportunity for iterations in stages five and six by
first developing an Minimal Viable Product, which was then tested during the
first evaluation stage. In this thesis, I have called this first evaluation the Test
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Run. After the Test Run, the gathered improvements are implemented during
a final Design and Development phase and the final three stages are completed.
Further improvements gathered during this part are described in a separate
chapter at the end of the thesis. Should this tool be further improved in the
future, another iteration back to the Design and Development stage (or even
stage two) can be done with the newly found improvements.

3.2 Objective of the solution

As stated in the introduction, the goal of this paper is to develop an automated
rule-based system (checklist) that satisfies accuracy and ease of use so that
GDPR compliance can be checked in business processes. The term business pro-
cesses is used since it best describes the way organizations operate. The processes
might be implicit, but everything that happens in an organization can be split
in separate processes. GDPR compliance intertwines with nearly all processes
and even constitutes several processes itself, which makes the development of a
successful tool a challenge. To determine whether the developed product can be
considered a success, several criteria need to be established:

– The tool needs to be useful for organizations of all sizes
– The tool needs to be usable by non experts
– The tool needs to accurately determine (non) compliance to all parts of the

ten step plan
– The tool needs to advise on improvements towards compliance using (where

appropriate) business process models

4 Development of the tool

4.1 The structure

The rule based checklist consists of twelve blocks; one block of introduction
questions to find out which questions are (not) needed, one block for every
AP step, and the results. Each one of the ten middle blocks contains a set of
questions. The answers can influence what will be asked in this or the next
block(s). The introduction questions are asked using the knockout heuristic, to
end the checklist as quick as possible if needed. The results are shown as a report.
The report will, for every step, contain what has been deduced from the answers.
This can, for example, be that a certain mandatory part is done correctly or that
something is missing and how it can be improved.

The checklist has been developed in cooperation with ISO2Handle, in par-
ticular with Marilena Tsigkou and Marc Abbink. The tool was built on their
platform, which has the ideal structure for the intended tool. First, I deduced a
list of questions from the GDPR for every topic and indicated how they should
be linked. Ms. Tsigkou created a structured view for every chapter, such as the
one that can be seen in figure 2. Finally, the chapters and report were imple-
mented into the platform, and tested on content and flow correctness. In figure
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3, the questions belonging to the chapter Register of Processing Activities can
be seen. The full versions of both figures can be found in the appedix.

Fig. 2. Snapshot of the structured view of the chapter Register of Processing Activities

Fig. 3. Snapshot of the questions of the chapter Register of Processing Activities

Introduction:
When using the platform for the first time, the user starts with the questionnaire
to determine the current level of GDPR compliance. First, several introduction
questions are asked to determine, among others, whether the GDPR even applies
to the user, what kind of data is processed, and whether the user is a data
controller or data processor. The answers to these questions are stored, and
used later on in other sections to show/hide certain questions.
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Register of processing activities
Using the answer from the introduction question about the organization’s size
and several other questions, the tool determines whether the user needs a register
of processing activities. If the user needs it and has one, questions are asked to
determine whether it contains all the mandatory points from the GDPR article.
The need for a register is determined following the logic found in figure 4.

As an added feature, I have developed a Register of Processing Activities.
This register is not used during the experiment, but adds value to the product
as a whole.

Fig. 4. Determining the need for a register of processing activities

The Data Protection Officer
Under certain conditions, a Data Protection Officer is required. The GDPR
states requirements for a DPO, and what tasks this person should at least per-
form. The position of the DPO in an organization has requirements attached
to it as well. This part of the tool therefore determines whether the user needs
a DPO, if they do whether they actually have one in place, and whether the
position of the DPO in the organization is as it should be. The need for a DPO
is determined following the logic found in figure 5.

13



Fig. 5. Determining the need for a DPO

Data Protection Impact Assessment
To check compliance with the topic of Data Protection Impact Assessments, the
tool first asks the user whether they do a DPIA for new processing activities
or changes in current ones that are likely to result in a high risk to the rights
and freedoms of data subjects. If they indicate not to do that (even though they
should), the tool skips to the next chapter. The user is then asked whether their
organization has a template for DPIA’s. If there is no template, the chance of
doing a DPIA correctly is close to nil. If there is a template, the tool asks the
user whether the template contains the mandatory points (presented as a check-
box list). Next, the amount of DPIA’s that are done are asked. I advise to have
done at least one, so one knows how to do it. Finally, if the user has answered
earlier that he/she has a DPO, the tool checks whether the DPO’s advice is
sought when doing DPIA’s.

Rights of Data Subjects
On the rights of data subjects, three main questions are asked. First, the tool
asks whether the user knows when to allow data subjects to execute their rights.
If the user does not know when to allow/deny the execution of a right, the rest
of the questions cannot be answered correctly and the tool skips to the next
step. Otherwise, the tool presents the user with all the rights, and asks whether
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(and if yes, how) the rights can be executed at their organization. Since not all
organizations use automated decision making, the question about that right may
also be answered with Not Applicable.

Personal Data Breaches
The next chapter is personal data breaches. Just like the previous chapter, the
tool first checks whether there is a protocol. If there is, the user is asked whether
they know when to contact the Supervisory Authority. A positive answers leads
to the user being presented with a short list of requirements the GDPR has for
a notification of a PDB to the Supervisory Authority, to which the user must
answer whether their notification contains all points it should. Next, the same
is done for the notification to data subjects. As the final question, the tool asks
the user whether all personal data breaches are documented.

Processing Agreements
Processing agreements is the topic of the next chapter. First, the tool asks the
user whether they have a processing agreement with all parties personal data is
exchanged with. The user can answer Yes, Some of them, and No. In case one
of the first two is answered, the tool lists the points a correct processing agree-
ment has to contain and the user has to select which ones their own agreements
contain.

The second added feature to the Compliance Scan is a processing agreement
generator. From the register of processing activities, the user can select a con-
troller and a processor that are already stored in the register. They can be either
one of those themselves. Once both parties are picked, a processing activity needs
to be selected and the agreement is generated.

Determining the Lead Supervisory Authority
To determine which party is the user’s Lead Supervisory Authority, the tool
asks whether the user’s organization has multiple establishments, whether cross-
border processing takes place, where the decisions around the means and pur-
poses are made, and whether there is a regional or only a national Supervisory
Authority.

Lawful bases of processing
Here, the user is first presented with the six lawful bases of processing. They
have to select which ones apply to the processing activities of their organization,
after which they must answer whether they can prove to the Supervisory Au-
thority why this basis applies. I have chosen this structure due to the emphasis
the GDPR puts on the need for a lawful basis. To prevent people for choosing
a basis without a second thought, I ask them whether they can explain to the
Supervisory Authority why this choice/these choices is/are made. This is also
the rationale behind the final question “Are all your Processing Activities based
on a lawful basis?”.
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Data Protection by Design and Data Protection by Default
Even though the principles of data protection by design and data protection by
default are vital aspects of data protection according to the GDPR, the Regula-
tion is not very elaborate on the way they should be applied. In this tool, I have
chosen to stick to the limited information on the topics that is provided by the
GDPR itself and refrain from using suggested clarifications from research, such
as the ones by Colesky et al. [2016]. The tool first asks whether the user works
by the principles, which can lead to either continuing to the following questions
or the following chapter. The following questions actually determine whether the
organization follows the principles by asking e.g. whether data minimization is
implemented.

Awareness
The final chapter is Awareness. Even though the GDPR does not contain any
guidelines on awareness, it remains the backbone of data protection. Humans
are still often the weak link in an Information System, and organization wide
awareness can help prevent personal data breaches and the acceptance of the
new ’rules’. If the user has indicated their organization has a Data Protection
Officer, the tool asks them about the only GDPR rule on awareness: “Is the Data
Protection Officer responsible for raising awareness in your organization?”.

The report
The report shows the user their answers, how they scored, and what can be
improved. Items in red show where they need to make improvements to become
compliant, orange indicate that they are suggested to improve this part, and
green means that they are doing well on this aspect. The report is organized by
chapter, and contains extra information for every subject. Part of a chapter of
an example report can be found in figure 6, with a more elaborate overview of
two chapters of an example report in figure 13 in the appendix.

Fig. 6. Snapshot of an example report

Note: if a certain question or part does not apply to the user now, that does not
mean it cannot change in the future. New processing activities might involve a
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different kind of personal data, and new collaborations might require a processing
agreement.

4.2 Design choices

In the used BPMN models, I have chosen not to use swimlanes, artifacts, and
message events.3 The current level of abstraction better fits the spirit of hands-
on and easy to understand advice. For both implementation and organizations
taking care of the most important aspects of the GDPR first, I have chosen a
particular order that differs from the original ten step plan. This order is based
on how mandatory a step is, the practical implications of not having it, and
lastly usefulness. The steps will be presented to the user in the following order:

1. Register of Processing Activities
2. Data Protection Officer
3. Data Protection Impact Assessment
4. Rights of Data Subjects
5. Personal Data Breaches
6. Processing Agreements
7. Determining the Lead Supervisory Authority
8. Consent
9. Data Protection by Design and by Default

10. Awareness

4.3 Initial exploratory interviews

Goal
The aim of the initial interviews was to find out the following three main things:

1. What is the current stance on GDPR/privacy awareness?
2. How prepared are the interviewed organizations for the GDPR topics?
3. What are important real-world focus points for the tool?

The interview consisted of fourteen questions and an opportunity for questions
or remarks from the interviewee’s side. The interviews were held between the end
of February and mid-March 2018, where the GDPR was already in effect but
still three months away from applying, meaning that from this point in time,the
organizations still had three months to become fully compliant. The following
was discovered:

1. What is the current stance on GDPR/privacy awareness?
The distribution of GDPR awareness seems to differ quite a bit. Some organi-
zations had informed all employees, while the knowledge and awareness seemed
to be more concentrated in one or two people in other organizations. At the

3https://cloud.trisotech.com/bpmnquickguide/index.html?bpmn examples 2.htm
Retrieved on 14-07-2018
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time of the interviews (end of February to mid-March 2018), there seemed to
be no compliance stress in the interviewed organizations. I should advise users
of the tool to spread awareness among all levels of employees as much as possible.

2.&3. How prepared are the interviewed organizations for the GDPR
topics and what are important focus points for the tool?

Register of Processing Activities
Interviewed organizations that followed a certain security training already had
a register of processing activities. The others did not. One interviewee that did
not have a register knew that it will be required under the GDPR, but hoped it
will not be too much work. The register should be easy to fill out, and it should
not take long.

DPO
Not all interviewed organizations looked into the need for a DPO. Three out of
the five looked into it, and made the conscious decision one is not needed. The
other two assumed a DPO was not needed, but had not made the formal de-
cision yet. I should make sure the formal decision for a DPO is made and stored.

DPIA
None out of the five interviewed organizations had done a DPIA. PIA’s have
been done by some, and others seemed to have no protocol for a PIA or DPIA.
First of all, the GDPR has strict demands on what a DPIA should contain. Sec-
ond, a good DPIA is only useful when it is used in the right conditions. I need
to make sure the mandatory points are easy to check, and make it clear when a
DPIA is needed.

Rights of data subjects
The interviewed organizations were mostly aware of the rights of data subjects.
This might be attributed to external GDPR trainings, where the topic is dis-
cussed. Especially in the smaller organizations, the rights could not easily be
executed, and if they could it had to be done manually. I should inform users
on a way to (partly) automate requests from data subjects. For processors this
could be to automatically forward the request to the right controller.

Personal Data Breaches
None of five interviewed organizations have had a personal data breach in the
past twelve months. There seemed to always be, at the minimum, a general idea
of what needs to be done but there was not always a protocol. I will provide a
standard protocol, based on what the GDPR says needs to be done.

Processing Agreements
Since it is currently mandatory under Dutch law to have processing agreements,
all organizations had at least a few processing agreements, and some had agree-
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ments with all parties personal data is exchanged with. I will make clear that
processing agreements with all parties personal data is exchanged with should be
in place, and that for every party worked with needs to be determined whether
personal data is involved.

Lead Supervisory Authority
The Lead Supervisory Authority was either known, or guessed correctly by the
interviewee when confronted with the topic. The correct guess is not repre-
sentable for knowledge, since the correct answer was always the Autoriteit Per-
soonsgegevens. This is the only, and most well known Supervisory Authority
of the Netherlands. Since it is important to be absolutely sure who the LSA(s)
is/are, I will advise the users to explicitly document the involved LSA. I will also
help them determine it.

Consent
Not all organizations had processing activities with consent as the legal basis.
Reasons for this were the use of other bases (such as performance of a contract)
or the avoidance of a processing activity (choice to not use certain Google Ana-
lytics plugin) to circumvent the issue. I will make the users aware consent is a
good basis for processing, but not always the easiest or only one. Since the GDPR
is quite strict on how consent must be requested, I will make sure to inform the
users well of this.

Data Protection by Design and by Default
Adhering to the principles of Data Protection by design and Data Protection
by default has not been asked to all interviewees. Information on this topic is
missing. I shall conduct more literature research, so more examples can be given.

Table 1 depicts deductions I have made based on the answers to the questions.
I have determined whether the interviewees were compliant with the respective
GDPR articles of the ten Autoriteit Persoonsgegevens’ steps. Table 2 explains
what constitutes a Y or N for every topic. The columns labeled 1-10 in table 1
correspond to the rows in table 2; 1 corresponds to Awareness, 2 to Rights of
Data Subjects, etc.

Table 1. Compliance to the ten steps before the experiment

ID 1 2 3 4 5 6 7 8 9 10

02211 Y Y Y N Y Y Y Y N -

03091 Y Y N Y - Y Y Y Y N/A

03161 Y Y N Y - Y Y Y Y N/A

03191 N Y N N - N N N N N/A

03211 Y Y Y N N N Y Y N N
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Table 2. Obtaining a Y or N in table 1

Subject Condition for “Yes” Condition for “No”

Awareness
(nearly) All employees are privacy
and GDPR aware

No or just one employee is privacy
and GDPR aware

Rights of Data
Subjects

Aware of the rights and they can all
be executed

Not aware of the rights and/or they
cannot be executed

Register of
Processing
Activities

There is a register of processing
activities where there should be one

There is no register of processing
activities where there should be one

DPIA
There is a protocol for doing
DPIA’s, and they are done when
needed

There is no protocol for doing
DPIA’s, and/or they are not done
when needed

Data Protection
by Design and
by Default

The principles are followed or
processors are instructed to do so

The principles are not followed nor
are processors instructed to do so

DPO
A correct and explicit decision on
the need for a DPO has been made,
and one is appointed when needed

An incorrect or implicit decision on
the need for a DPO has been made,
or no DPO is appointed when one is
needed

Personal Data
Breaches

There is a protocol for PBD’s that
will lead to a SA notification when
needed, explicit or implicit

There is no protocol, it is not clear
who will take action, or the SA can/
will not be notified

Processing
Agreements

There are processing agreements
with all parties PD is exchanged
with, or these are in the making

There are no processing agreements,
or not with all parties PD is
exchanged with

Lead
Supervisory
Authority

The Lead Supervisory Authority
has been explicitly correctly
determined

The Lead Supervisory Authority has
not been explicitly determined, or
this is done incorrectly

Consent
Where consent has been used as
the legal basis for processing, it has
been done correctly.

Where consent has been used as the
legal basis for processing, it has not
been done correctly or no consent is
asked while it actually should.

Note: Compliance to the articles is based on many factors, and not conclusive
for every topic. Full compliance to every respective article has not been spotted
in any of the interviewed organizations. For this reason, I have based the condi-
tions for compliance on the spirit of every topic.

The full set of questions can be found in the appendix (figures 22-25).

20



5 The Experiment

5.1 Experimental setup

To properly test the Compliance Scan against the RVO tool, some alterations
had to be made. As can be seen in table 3, the RVO tool does not contain all
chapters from the original ten step article. For this reason, the chapters Aware-
ness, Personal Data Breaches, and Lead Supervisory Authority of the Compli-
ance Scan are not used in the experiment, and neither are the chapters Personal
data processing, Security, and Informing data subjects of the RVO tool. Partici-
pants using the Compliance Scan are not presented with the omitted chapters,
and participants using the RVO tool are asked to skip the omitted chapters.

Table 3. Overlap and difference in chapters of both tools

Compliance scan RVO Tool

Rights of Data Subjects Rights of Data Subjects

Register of Processing Activities Register of Processing Activities

DPIA DPIA

Data Protection by Design and
by Default

Privacy by design and by
default

DPO DPO

Processing Agreements Processing Agreements

Lawful Bases of Processing Lawful Bases of Processing

Awareness Personal data processing

Personal Data Breaches Security

Lead Supervisory Authority Informing Data Subjects

In this experiment, fourteen SMEs were involved. They were selected by hand,
and are either business partners of ICT Institute, known by J. Krapels, or con-
tacted by him through acquaintances. They were given an ID, and then ran-
domly split into two equal groups. Group A received the RVO tool and group B
received the tool that was developed for this thesis. The experiment consisted of
six phases, and the questions and information as presented to the participants
can be found in the appendix (figures 26-32).

Before the tool
Before using a tool, the participants will all get to read the original ten step plan
written by the Autoriteit Persoonsgegevens [AutoriteitPersoonsgegevens, 2017],
minus the omitted chapters (phase 1). This way, all participants will have at
least a basic understanding of the topic. After that, all participants fill out a
short questionnaire to determine self perceived compliance, and how confident
they are about the given answers (phase 2).
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Using the tool
Next, the participants get to use the tool allocated to them (phase 3). During
the use of the tool, I made notes of problems participants face, which will be
used as suggestions for improvement. For the sake of the experiment, I pointed
them in the right direction if they happened to get stuck. I have not answered
any questions about the content, as this influences the understanding of the tool.
I also kept track of the time each participant needed to complete the tool.

After the tool
After the tool has been used, the participants are presented with the report gen-
erated by their tool and have ten minutes to study it (phase 4). Next (phase 5),
they have to fill out the same small questionnaire as in phase 2. This way, the
performance before and afterwards can be compared. Finally, additional ques-
tions on the user experience and questions to determine the effect of the tool are
asked. (phase six)

Experiment Goal
The goal of this experiment is to compare an existing tool (the RVO tool) to the
tool that has been developed during this thesis. To determine whether the new
tool is an improvement over the RVO tool, the following needs to be measured:

1. Has the perceived compliance of the user improved more than the RVO
group?

2. Has the compliance confidence of the user improved more than the RVO
group?

Previously determined criteria for the development of a successful tool need to
be fulfilled as well. The tool needs to:

– Be useful for organizations of all sizes

– Be usable by non-experts

– Accurately determine non-compliance to all parts of the ten step plan (minus
personal data breaches, the lead supervisory authority, and awareness)

– Advise on improvements towards compliance using, where appropriate, busi-
ness process models

Data collection
Quantitative
Quantitative data is collected during phase 2 and phase 5 by asking the partic-
ipants the same two questions on seven topics before and after using the tool.
The questions are:

A) Is your organization compliant with the GDPR requirements surrounding
this topic?
B) How confident are you about this?
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To question A, the participants can answer “Yes”, “Don’t know”, or “No”. Per-
ceived compliance improvement is a “No” or “Don’t know” before using the tool,
and a “Yes” afterwards.

For question B, the participants rate their perceived compliance confidence
for every topic by grading it on a scale from 1 to 5 (completely unconfident to
completely confident). Confidence improvement is a higher self reported confi-
dence score after using the tool than before using the tool. In phase 6, I also ask
the following question: On a scale of 1-10, how likely is it that you will recom-
mend this tool to others?

Qualitative
Qualitative data is collected by means of the following open questions:

1. What are your overall impressions of the tool?
2. How could the tool be improved?
3. Do you feel more confident on your overall GDPR compliance?
4. Is your organization going to implement a register of processing activities or

change the current one? Why?
5. Will your organization perform a DPIA in the next two months? Why?
6. Has your decision on the need for a DPO changed? Why?
7. Will your organization be changing the way rights of data subjects are han-

dled? Why?

Data analysis
Analysis of quantitative data
The total improvement in perceived compliance for the respective tools is calcu-
lated by adding up all perceived compliance improvements of participants using
those tools. This amount can be higher for the RVO tool, equally high, or higher
for the new tool.

The total improvement in confidence for the respective tools is calculated
using the formula below for every topic of every participant using that tool, and
adding this all up.

ConfidenceImprovement = (confidence score afterwards - confidence score be-
fore)

From this amount two conclusion can be drawn. The first conclusion is whether
the perceived compliance confidence has improved while using one of the tools,
and the second conclusion is which tool had the largest increase in confidence.

The recommendation question is to establish the Net Promoter Score. Imper-
ative for this is that enough participants use the tools, which is difficult. If more
participants are found than planned, the NPS can also be used to determine
which tool is perceived to be better.

Analysis of qualitative data
Answers to the first open question will show the user experience. Answers to the
second question will help determine how the Compliance Scan can be improved
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in the future. The third question is to check whether a possible problematic
situation has occurred. Participants could gain GDPR knowledge, which makes
them doubt whether they are actually compliant. This will show as a lowered
perceived compliance and confidence score. The participant is asked to explain
why he/she does (not) feel confident overall, which confirms or rejects the pos-
sible problematic situation. Questions four to seven indicate whether the tool
has informed participants well enough to mobilized them to make steps towards
becoming GDPR compliant.

5.2 Test run

After the tool was about 90% finished, I have invited one of the participant
candidates to participate in the evaluation of the first iteration; the Test Run.
During this run I was hoping to find out where the tool and perhaps experimental
setup would result in issues in a real setting. The results from this test run (see
table 4 on the next page) are used in the data analysis, and to improve the tool
and be better prepared for the following real experiment. Any issues that came
up did not influence the way the participant answered the questions.
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Table 4. Experiment test run with the Compliance Scan

What happened What can be learned from this
Participant questions

I determine the means of processing, but
someone else the purpose. What am I?

After questions “who determines” and
user answering someone else, also ask
“just them or together with you?”

Is developing software for another
organization also processing?

Describe processing more clearly

In the introduction. ”Do you process personal
data?” do you mean regularly or at all?

Change question to “Do you process any
personal data?”

In the introduction, what does “the processing”
mean in the question “Is the processing your
main activity?”

Change question to: “Is processing the
main purpose of your assignment?”

What is a public body? Add translation and maybe example
Does “Do you perform a DPIA” mean whether
I do it now or will be doing in the future?
(filled out incorrect)

Change question to “Does your
organization perform a DPIA ...”

In design/default, what exactly is a measure?
Help text with: (maatregelen) Measure
such as standard settings for software
and a policy stating this is done

When arriving at the report, what do I do now?
Write a small piece of text to explain
what the report is, and display it on top

What do the Yes and No and other things
mean?

Write a small piece of text to explain
what the report is, and display it on top

Problems participants ran into
The questions are in English, but the
information text in Dutch

Add the Dutch translation of the ten
topics. (See table 13 in the appendix)

Participant thinks he is a processor, but the
tool says he is a controller

This happened due to the fact that the
participant processed PD for a controller,
but the processing was not the main
assignment. According to the GDPR, the
participant is therefore the controller of
the personal data. This should be
explained after the question and in the
report

In design/default, the first question of design
is unclear

Change question to: Is only the bare
minimum of personal data used for
processing?

Participant remarks
In the introduction, it wasn’t clear whether
”Someone else” meant inside my company, or
another company

Change to “my organization or another
party”

It is good to see what exactly is important for
the topics in the report. For some topics,
I was not sure about it beforehand

Will be added to future improvements

The colouring of No is not consistent with
what you would expect; sometimes a hard no
is orange while you would expect it to be red,
and a soft no is red while you would expect it
to not be that big of a problem

Make all hard No’s red, and soft No’s
(less problematic) orange

Maybe it is a nice idea to make a top three/top
five actions the user should take, not clear
what is a priority right now

Will be added to future improvements25



Observer remarks
There is no need for a right to automated,
participant filled in “no”

Add option of “no automated decision
making processing” or “N/A”

There were still quite some translation issues
Add more help text, or allow the observer
(myself) to translate on the spot

When the final questions have been answered
and the participant was presented with the
report, they did not know what to do with it

Write a small piece of text to explain
what the report is, and display it on top

The Yes and No in the report raised
questions, it was not clear what this meant

Write a small piece of text to explain
what the report is, and display it on top

While answering the questions in the tool,
the user was thinking well and hard. It is a
good thing that the tool makes the user think

Pay attention to this in the real
experiments

While filling out the second questionnaire,
the participant looked at the report they were
presented with. The observer did not state
whether this was allowed or not

I shall allow it, since they are only looking
back on what they learned from the tool

The user skipped a lot of information texts in
the tool

If other participants do this, ask why they
did not do it

Since the tool will be slightly improved using the findings of the test run, I
need to watch out that this does not result in a slight overfit of the tool for the
experiment.

5.3 Tools and software

The following tools and software was used during this thesis:

– Google Drive
– Google Docs, Slides, Spreadsheets
– Dropbox
– Skype
– Slack
– The ISO2Handle platform
– Signavio
– GanttProject
– Microsoft Office
– Regelhulp Algemene Verordening Gegevensbescherming4

4https://rvo.regelhulpenvoorbedrijven.nl/avg/ Retrieved 21-06-2018
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6 Results

6.1 Duration

Figure 7 shows the time it took the participants to walk through all steps of
the respective tool. The participants of the RVO tool walked through ten steps,
and the participants of the C-Scan walked through seven steps. As can be seen
in Table 5, the C-Scan took on average more than twice the time to complete.
The time to complete (TTC) was more consistent in the RVO tool than in the
C-Scan. The highest TTC was during a C-Scan experiment where there was
unclarity about the situation of the organization (public authority or not, joint
controller/controller) and several questions about the meaning of terms or ex-
planation of GDPR topics. The quickest RVO participant had the highest self
reported compliance (7x Yes) and the second highest confidence before the exper-
iment. The quickest C-Scan participant had the highest self reported compliance
(5x Yes, 1x Don’t Know, 1x No) and the fourth highest confidence before the
experiment.

Fig. 7. Time in minutes to walk through all steps of either tool

Table 5. Duration metrics of both tools

RVO tool C-Scan

Minimum 6.9 min 7.5 min

Lower quartile (25%) 7.7 min 13.8 min

Average 9.0 min 18.5 min

Median 9.1 min 17.5 min

Upper quartile (75%) 10.0 min 24.0 min

Maximum 11.9 min 28.8 min
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6.2 Perceived compliance improvement

As can be seen in figure 8, the RVO tool had a slightly higher average perceived
compliance improvement. The compliance change was calculated by subtracting
the compliance scores before the tool from the ones afterwards. From the data,
no clear reason can be found for this. An analysis on more participants might
shine light on the underlying reason, or even change the outcome due to the
current low amount of participants.

Fig. 8. Average perceived compliance improvement of both groups

When looking at the separate participants, there seems to be a different distri-
bution in the perceived compliance change. The users of the RVO tool seemed to
have either no or quite some improvement. The C-Scan participants varied more:

RVO participant perceived compliance change: 0,0,0,0,1,3,3
C-Scan participant perceived compliance change: -1,0,1,1,1,2,2
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6.3 Confidence improvement

On average, the C-Scan tool managed to increase the participants’ confidence
more than the RVO tool did. The confidence change was calculated by sub-
tracting the confidence scores before the tool from the ones afterwards. This is
then averaged for each tool, which can be seen in figure 9. As will be discussed
in chapter 6.4, the confidence change by itself does not tell the full tale. Both
groups had one participant that was fully confident in their answers on all topics.
Both the highest loss as well as the highest gain in confidence was with RVO
group participants. The highest loss was an average of -0.86 per GDPR topic,
the highest gain was an average of 1.00 per GDPR topic.

Combining these results with the results from chapter 6.1 (duration), there might
be a connection. A possible explanation for the longer time it took and larger
increase in confidence with the C-Scan group could be that the participants
learned more than the RVO participants, which takes times. Future research
could investigate whether there is in fact a link.

Fig. 9. Average confidence improvement of both group
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6.4 The average perceived compliance and confidence per topic

In this subchapter, I will compare the average perceived compliance improve-
ment per topic to the average confidence improvement per topic, which can be
seen in figure 10. Every participant equates a 0.14 change in both graphs. Due
to the low amount of participants, I will only zoom in on the topics where the
perceived compliance and confidence do not seem to match up at all.

Fig. 10. Average perceived compliance and confidence change of both groups, per topic

Notable results:
Inconsistency in the topic DPIA:
In the RVO group, a substantial increase in perceived compliance was paired
with a notable drop in confidence. Four out of seven participants using the RVO
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tool went from No to Yes, while most became slightly less confident or remained
just as (un)confident as before. The open question on whether the participant
will do a DPIA in the next two months might provide more insight. This will be
discussed in chapter 6.7

Inconsistency in the topic Rights of Data Subjects:
In both the RVO group and the C-Scan group, there was on average no perceived
compliance change in the topic Rights of Data Subjects. One C-Scan user felt less
compliant and one C-Scan user felt more compliant afterwards. The perceived
compliance of the RVO group participants did not change. The confidence has,
however, increased quite a bit for both groups. One RVO participant felt more
confident, while three C-Scan participants felt more confident and one C-Scan
participant felt less confident. Not feeling more/less compliant but feeling more
confident might indicate that the participants were already well educated on the
topic and had their thoughts confirmed by the tools.

6.5 Combining perceived compliance and confidence with overall
confidence

In this chapter I would like to zoom in on cases where the participant reported
a higher perceived compliance, but a lower confidence score. For these cases, I
will take a look at how it correlated to their answers to overall confidence. In
both cases, the participants used the RVO tool.

In the first case, the participant lost two confidence points on DPIA, two
on Consent, two on Design & Default, and one on Processing Agreements. In
all cases, the perceived compliance to the topics changed from No to Yes. When
asked whether the participant felt more compliant overall after using the tool and
why, they responded: “Yes, the tool indicates that several things are not required
for us’”. This participant has therefore ’lost confidence’, but still profited from
the tool by learning from it.

In the second case, the participant lost one confidence point on DPIA, and
one on DPO. In both cases, the compliance to the topics changed from No to
Yes. When asked whether the participant felt more compliant overall after using
the tool and why, they responded: “Yes. I am more aware of what we already
have and what we still need to do”. This participant has therefore also ’lost
confidence’ but still profited from the tool by learning from it.

This does, however, not mean that learning has to be accompanied by a loss in
confidence. The clearest objectively observed learning moment took place during
an experiment where a C-Scan participant gained confidence, and indicated to
feel more confident overall. The participant was selecting the tasks they knew
their DPO fulfilled, and saw a task in the lists they themselves were not aware
of. The DPO, luckily, was aware of it.
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6.6 Accurately determining compliance

A way to check whether the tool accurately determined (non) compliance is to
focus on an easy to judge topic. This topic is the need for a DPO, since the
GDPR is quite clear with its criteria. By comparing the judgment of the tool to
the three criteria of the GDPR, discrepancies can be found.

According to Article 37 GDPR, if one or several of the following occurs, a DPO
is needed:

1. The processing is carried out by a public authority or body, except for courts
acting in their judicial capacity

2. The core activities of the controller or the processor consist of processing
operations which, by virtue of their nature, their scope and/or their purposes,
require regular and systematic monitoring of data subjects on a large scale

3. The core activities of the controller or the processor consist of processing on
a large scale of special categories of data pursuant to Article 9 and personal
data relating to criminal convictions and offenses referred to in Article 10

Only two discrepancies were found, one for the RVO tool and one for the C-Scan.
Both were due to the fact that the responsible persons made a decision on what
they determined to be a large scale. Since the GDPR gives no ballpark figure
to determine what a large scale is, this will not be seen as shortcomings of the
tools.

The same problem occurred when trying to find discrepancies in the need for
a register of processing activities. The main reason organizations need a register
of processing activities is that they either have more than 250 people employed
or their processing of personal data is non-occasional. The former is easy to
check and fairly impossible to get wrong, but the latter requires interpretation.

6.7 Has the tool put people to action?

One way to determine whether a tool has had a positive effect, is to see whether
the tool was able to motivate users to improve their GDPR compliance. Open
questions four to seven of experiment phase six indicate whether the tool has
informed participants well enough to mobilized them to make steps towards be-
coming GDPR compliant on the topics Register of Processing Activities, DPIA’s,
DPO, and Rights of Data Subjects. The exact questions were:

4. Is your organization going to implement a register of processing activities
or change the current one? Why?
5. Will your organization perform a DPIA in the next two months? Why?
6. Has your decision on the need for a DPO changed? Why?
7. Will your organization be changing the way rights of data subjects are han-
dled? Why?
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A Yes means that the participant will perform the action, but this may only be
seen as being put to action when it was not already planned before using the
tool, hence the question for the motivation. A No means that the participant
will not perform the action, but this may only be seen as not being put to action
when the participant should perform the action but has decided not to. Decid-
ing not to perform an action because the participant is already compliant on the
topic is completely fine.

RVO tool
Table 6 shows the answers to the questions participants using the RVO tool
gave, minus the explanation. Below the table is a selection of the given reasons
for answering Yes or No, where answers by different participants are separated
by commas.

Table 6. RVO participants’ answer to whether they will improve compliance on four
GDPR topics

Register DPIA DPO Rights of DS

Yes 5 1 + 1 maybe 2 1

No 2 5 5 6

Is your organization going to implement a register of processing activities or
change the current one?
Yes: We have to and were already working on one before the experiment, it is
mandatory, do not have one now.
No: Already in order.

Will your organization perform a DPIA in the next two months?
Yes: Definitely have 1/9 criteria, but better safe than sorry.
No: Do not expect there will be a need for this, do not need to do according to
the tool, currently waiting for a DPIA model, don’t process lots of data.
Maybe: Going to check with legal advisor.

Has your decision on the need for a DPO changed?
Yes: Image for our clients, I now know we don’t need one.
No: Has been confirmed by our legal advisor, it still looks like we do not need this.

Will your organization be changing the way rights of data subjects are handled?
Yes: Provide a more on point privacy statement.
No: Already in order, we only process data for our clients, this already happens
according to our pre-existing protocol, The design will change, but the way of
processing will not.
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Compliance Scan
Table 7 shows the answers to the questions participants using the C-Scan gave,
minus the explanation. Below the table is a selection of the given reasons for
answering Yes or No.

Table 7. C-Scan participants’ answer to whether they will improve compliance on four
GDPR topics

Register DPIA DPO Rights of DS

Yes 4 6 1 3 + 1 maybe

No 3 1 not sure 6 3

Is your organization going to implement a register of Processing Activities or
change the current one?
Yes: We already have a compliant register, because it is mandatory, good for our
own / users overview.
No: Probably prefer to spend the time differently, the current one is compliant
enough.

Will your organization perform a DPIA in the next two months?
Yes: For GDPR compliance, we already planned to, will perform it to know how
it works to be prepared as soon as we really need one, depends on new busi-
nesses/projects/innovations.
Not sure: Maybe for one of our special activities.

Has your decision on the need for a DPO changed?
No: Small firm that does not process special data, don’t need any, do not need
it and if we do we will ”use” the DPO of our mother company, formally not
necessary and do not see the need, already assigned, not needed but will be
appointing a dedicated internal owner.

Will your organization be changing the way rights of data subjects are handled?
Yes: Will want to comply with their rights, we currently lack a policy for it, we
will capture it better in our policy.
No: We will only automate it when it takes too much time to do it manually in
comparison to automating it, rights can already be executed.
Maybe: Might change restriction of processing.

The comparison
The only noticeable difference when looking at both tables can be found in the
topic DPIA. In the RVO tool, one participant said they will be performing a
DPIA in the next two months while five said they would not. The rationale
behind the decisions to not do it was a combination of being told/sure it is not
required, and thinking it is not needed. The answers were a combination of de-
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cided before and after the tool. For the Compliance Scan, this was nearly the
opposite: six participants said they will be performing a DPIA in the next two
months, while one said they will not. The rationale behind the decision to do a
DPIA was a combination of wanting to comply with the GDPR and just doing
one to know how it works. It was not clear whether these decisions were made
before or after using the Compliance Scan.

A possible explanation for the higher number of participants that will perform
a DPIA in the next two months may be the fact that the RVO tool explicitly
tells participants a DPIA might not be needed for them, while the C-Scan does
not. Another factor might be that the C-Scan explicitly advises to do at least
one. Even though the GDPR does not require you to do a DPIA when you do
not need it, doing a risk assessment at least once can create awareness and show
that data protection is the norm.

As stated earlier, when examining the quantitative results one should keep
in mind that only seven participants used each tool.

6.8 Net Promoter Score

The Net Promoter Score is a way to calculate a customer/user’s experience
with one’s product or service.5 Participants are asked how likely they are to
recommend the product on a scale from 0-10. The given grades fall into three
categories: detractors, passive, and promoters. Cultural differences influence the
grade participants give6,which is why there is an NPS, and an NPS-EU (see ta-
ble 8). European customers are in general less excited and more critical, shifting
the grading categories slightly.

Table 8. Cultural difference in NPS

NPS grades NPS-EU grades

Detractors 0-6 0-5

Passive 7-8 6-7

Promoters 9-10 8-10

The NPS(-EU) is calculated as follows: NPS(-EU) = %promoters - %detractors

The result will be a real number, between -100 and 100. Normally it would
be compared to an industry standard, but due to the relatively low amount of
participants the scores will only be compared to each other. The NPS-EU scores
of the RVO tool and Compliance Scan can be found in table 9.

5https://www.medallia.com/net-promoter-score/ Retrieved on 14-07-2018
6https://www.allesovermarktonderzoek.nl/onderzoeksmethoden/net-promoter-

score/ Retrieved on 14-06-2018
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Table 9. NPS-EU of both tools

RVO C-Scan

Detractors 14% 14%

Passive 43% 43%

Promoters 43% 43%

NPS-EU 29 29

Due to the low amount of participants in both groups, one participant can change
the score drastically. If one detractor were a promoter instead, the score would
nearly double. The scores given by all participants can be found in table 10.
The RVO tool received a slightly higher score on average. Just like the NPS-
EU score, an average score given by seven participants can easily change with a
participant giving a slightly higher or lower score. With this in mind, the tools
scored virtually the same.

Table 10. Scores given and average

RVO C-Scan

4 5

6 6

7 7

7 7

8 8

9 8

10 9

Avg. 7.3 7.1

6.9 Improvements from the initial interviews

Table 11 shows whether the insights gained from the initial exploratory inter-
views were successfully implemented.
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Table 11. Improvements gathered from the interviews

Step Plan Status

1
I should advise users of the tool to spread
awareness among all levels of employees
as much as possible

Done, added in the extra information
at the final report step

2

I should inform users on a way to (partly)
automate requests from data subjects. For
processors this could be to automatically
forward the request to the right controller

I have developed BPMN models for
handling requests. These models can
easily be converted to a workflow or
process

3
The register should be easy to fill out,
and it should not take long

The register is currently being tested
by independent consultants and their
clients. The feedback on usability is
good so far

4
I need to make sure the mandatory points
are easy to check, and make it clear when
a DPIA is needed

In the DPIA questions, the mandatory
points are checked systematically. In
the report, the user sees a conclusion
whether DPIA’s are done when needed
and whether these contain all mandatory
points

5
Information on this topic is missing. I
shall conduct more literature research,
so more examples can be given

More research on the topic has been done.
It will be implemented in the tool at a
later stage

6
I should make sure the formal decision
for a DPO is made and stored

The Compliance Scan helps determine
whether the user needs a DPO. This is
stored and shown in the report

7
I will provide a standard protocol, based
on what the GDPR says needs to be done

I have informed the users on the
importance of a good protocol. Under
Extra Information in the report, the user
can read what the notifications to data
subjects and the Supervisory Authority
needs to contain and when these need to
be notified

8

I will make clear that processing
agreements with all parties personal
data is exchanged with should be in
place, and that for every party worked
with needs to be determined whether
personal data is involved

I have made this a literal question in the
Compliance Scan. There is a choice
between No, Some, and All. Both
Some and No result in a red mark in the
report, and only All results in a green
mark

9

Since it is important to be absolutely
sure who the LSA(s) is/are, I will
advise the users to explicitly document
the involved LSA. I will also help them
determine it

The Compliance scan informs the user
which party is their Supervisory Authority
or that the user may choose one. The tool
informs the user whether the national or
regional Supervisory Authority is the one
for them

10

I will make the users aware consent is a
good base for processing, but not always
the easiest or only one. Since the GDPR
is quite strict on how consent must be
requested, I will make sure to inform the
users well of this

I have made the choice to rename the
chapter Lawful Bases of Processing. This
way, more than just Consent is captured,
and the users become aware that there is
more than one lawful basis. In the
experiment I only asked about consent
due to the AP article

37



7 Discussion

7.1 Participants’ overall impression of the tools

After the participants gave their perceived compliance and confidence score for
the second time, they were presented with some open questions. The first open
question was: “What are your overall impressions of the tool?”. The answers to
this question can give insights to the strong points of both tools and where there
is room for improvement. The second open question directly asked what could
be improved, this will be discussed in chapter 7.3.

RVO tool:
The general impression of the RVO tool differed quite a bit. Some participants
deemed it to be a bit too generic, while others found it to be too technical. The
used language was experienced as vague by several, they felt the tool was ac-
tively trying to avoid statements like “You do not need a DPO” but used terms
like “You do most likely not need a DPO”. The participants found it easy to use
and overall at least slightly useful. One participant found the “congratulations”
and “well done” to be condescending, and thought it was weird the tool said the
participant distinguished themselves positively from other organizations while
compliance should be the norm.

C-Scan:
The general impression of the Compliance Scan was more uniform. The most
used terms to describe the experience with the tool were “on point” and “to the
point”. The dashboard with red and green points was received well, but the flow
and used language should be improved. One participant had used the RVO tool
a while ago, and found the results the C-Scan presented much clearer.

7.2 Revisiting the criteria and research problem

Usefulness for companies of all sizes
As can be seen in table 12, the Compliance scan tool has been tested with
organizations of various sizes.

Table 12. Organization size of participants

RVO Group C-Scan Group

5 5

7 6 + 10 detach

10 8

10 + 60 freel. 15

11 20

23 40

150 + 650 teachers 200 + 350 flex
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A final experiment in an organization with 2500 employees was done after the
data collection, but only the insights for improving the tool are used from this.
Micro-organizations with only one or two employees were considered to be out
of scope.
Taking into account the category and size of organizations, the conclusions drawn
in this paper apply to Small to Medium-sized Enterprises focused on software ser-
vices and software development, health care, communication services, and social
services.

Usability by non-experts
The Compliance Scan tool has been tested by participants of varying levels of
GDPR knowledge. All participants using the C-Scan tool had at least some prior
knowledge of the GDPR, and some were near experts on the GDPR. The person
with the most limited experience needed extra explanation of the terms, but all
this has been collected for future improvement. Most questions received from
participants during the use of the tool was concerning the rights of data sub-
jects. Participants, for example, did not know what a certain right was.
When more help text is added and participants have at least a basic understand-
ing of the GDPR, the tool can be easily used by non-experts.

Accurately determine non-compliance to all parts of the ten step plan
(minus personal data breaches, the lead supervisory authority, and
awareness)
It proved to be quite difficult to check whether the tool has accurately deter-
mined. The tool has been developed by the main author of this thesis, which is
the same person that interpreted the results. The only type of evidence that can
be used is anecdotal; the observations made while participants used the tool.
The only situation where the tool ’did not accurately determine compliance’,
was when a question was difficult to understand. By being unclear, the tool had
therefore not accurately determined the actual compliance of the participant.
An example of this is the following observation I made:
“Participant was not sure what Data Protection by Design and Data Protection
by Default was, so entered no”.
A positive reaction regarding accurate determination given by a participant was:
“The tool shows me the same improvement points as an expert did previously”.
From this I can conclude that the tool does most likely accurately determine (non)
compliance to all parts of the ten step plan.
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Advise on improvements towards compliance using, where appropri-
ate, business process models
Advising on improvements towards compliance has worked out as planned. I
have not been able to test the business process models with users. After one ex-
periment, I have used one model to explain when a data subject’s request needs
to be honored, which seemed to clarify it for the participant. The developed
BPMN models can be found in the appendix (figures 14-21).
Testing and improving the modeled processes would be future work.

Combining these conclusions on the criteria for success, the tool can be consid-
ered to be a moderate success. Holding it back from being called a full success
is the fact that I cannot say with a full 100% certainty that the tool determines
(non) compliance to all ten steps accurately, and the BPMN models have not
been put to the test.

Revisiting the Research Problem:
In the first chapter, the technical research problem, The design of a checklist that
satisfies accuracy and ease of use so that GDPR compliance can be checked in
business processes, was introduced. Since the tool is considered to have been suc-
cessfully developed, the approach taken in this thesis combined with the found
improvements can be seen as the solution to the research problem. The most
vital parts in this process were: Determining the scope (topics used), using the
law itself as the source, interviewing organizations for insights, implementing the
feedback, and testing against a similar tool. The iterative approach payed off.

Ease of use in a successful checklist stems from clearly formulated questions,
plenty real-world examples, no vagueness and ambiguity, a clear scope, and a
well structured report.

7.3 Future improvements to the tools

7.3.1 Improvements to the Compliance Scan

1. A top three or top five list of actions to take in the report, based on priority
2. Have the tool in Dutch (already done after experiments)
3. Being able to change the font size for readability
4. Sometimes a bit abstract, adding examples might help
5. Make the distinction between your own answer and the recommendation

more clear
6. Certain questions and/or sentences were too long, shortening these would

help
7. The tool should determine whether the user actually needs to perform a

DPIA and base its advice on that
8. Extend the topic of Data Protection by Design and Data Protection by

Default using e.g. the found research by Colesky et al. [2016]
9. Assist the users more on the rights of data subjects
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7.3.2 Improvements to the RVO Tool

1. The questions are not detailed enough
2. Questions are quite general (nothing about underage data subjects for ex-

ample)
3. Some questions are vague
4. It might be a good idea to work with sub-questions
5. The advice should be more accurate
6. Remove errors
7. The question about incidental processing (need for register) was unclear due

to the double negative
8. Even when one indicates not to process data related to criminal convictions,

the tool tells the user to stop processing this type of data
9. The tool could use more examples

10. The tool should state more clearly what type of organizations it is meant for
11. When selecting the lawful bases for processing, the user can select any of the

six bases and the option of no base. This should not be possible

7.4 Possible influences on the experiment results

– During the experiment, both groups only contained seven participants. This
low amount means that no statistical analysis can be done on the quantita-
tive results, and I had to be careful with conclusions

– Selecting of participants was not completely random, since they knew ICTI
and/or Joost Krapels (in)directly

– The participants were aware of the tool they were using; it was not a double
blind test setup

– The participants could only indicate Yes, Don’t Know, and No to the ques-
tions “Are you compliant on the topic of ...?”. Some participants indicated
they would have preferred a 1-5 scale on how close to compliance they
thought to be. 80% compliance on a topic is now a clear no, and full compli-
ance to the GDPR is difficult. A scale of 1-5 with an extra option of Don’t
Know would indeed paint a more fair picture of perceived GDPR compliance

– Participants might think that multi select questions with a lot of text in
the options were cumbersome, and did not completely read them before
selecting. A fix to this could be to check whether the user has his/her full
attention on the tool by adding an option like “If you are still awake, do not
select this option”

– It turned out to be difficult to give a confidence score when the compliance
questions on that topic was answered with a Don’t Know

– During two experiments with the C-Scan tool, some minor technical errors
occurred

– The RVO tool was in Dutch, and the C-Scan tool was in English. Dutch is
the mother tongue of all participants, which may have influenced the speed,
perceived compliance, confidence, and NPS-EU scores. To combat this, I was
present during all experiments and translated difficult terms on the spot
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– The experiments were done over the course of six weeks, from mid April
to the end of May. Later experiments were closer to the ’deadline’ of May
25th, and some were even after the deadline. Early participants might have
improved their compliance in the meantime

– The tool was improved after the test run, this might have resulted in a slight
overfit

7.5 Main takeaways

Taking all discoveries about the Compliance Scan into account,three main take-
aways arise:

1. The developed tool can help support and educate on GDPR compliance
2. The the tool is useful for SMEs in the branches software services and software

development, health care, communication services, and social services
3. The main improvements are adding examples and improving readability

The developed tool can help support and educate on GDPR compli-
ance
Even though the GDPR can prove to be a difficult topic, the tool developed fol-
lowing the strategy described in this paper was able to teach participants some
new things, help them become more confident on their view of their own com-
pliance, and present them with clear insights in their GDPR compliance. This
was seen in the results as an overall positive confidence improvement and in the
answers to the open questions.

The tool is useful for SMEs in the branches software services and
software development, health care, and social services
The seven participants that used the Compliance Scan develop software, provide
a software service, provide a communication service, provide health care, or pro-
vide a social service. The size of the organizations they work at range from five
full-time employees to 200 full-time + 350 part-time/flex workers. The research
results shows and the overall consensus was that the tool was a useful way to
learn more about the GDPR and one’s own compliance.

The main improvements are adding examples and improving read-
ability
Even though the tool was considered useful by organizations of different sizes
and by people of different expertise levels, the tool could definitely benefit from
more clear real-world examples and easier to read/understand questions. The
goal is to make the tool more intuitive, so that users instantly understand what
is asked and can translate this to their own situation.

42



8 Conclusion

Summary
In this paper I have described the development of the Compliance Scan; a rule
based system for checking GDPR compliance. Its design was structured follow-
ing the DSRM, and the content was based on the ten most important GDPR
topics according to the Dutch Supervisory Authority. Since an Information Sys-
tem was going to be developed, the choice was made to formulate a technical
research problem instead of a research question. This technical research problem,
The design of a checklist that satisfies accuracy and ease of use so that GDPR
compliance can be checked in business processes, indicates the goal of this paper;
the solution to a gap in research and existing tools. To further specify the goal
and remain true to the DSRM, a more detailed objective of the solution was
established before the Design and Development stage.
The developed Compliance Scan contains a set of questions for each topic and
ends with an automatically generated custom report that shows strong points
and improvements. During initial development, focus points were gathered by
structurally interviewing five organizations that fell in scope due to their size
and industry. A test run of the experiment was done, and its results were used
to improve the tool. The system was then compared, on seven overlapping top-
ics, to an already existing ruled based system made by the Dutch Supervisory
Authority and the RVO. Seven participants were presented with one tool, and
seven with the other tool. The measured variables were perceived compliance
and confidence, which were measured by collecting a combination of quantita-
tive and qualitative data.

Deduction from the results
The RVO tool seemed to cause a slightly higher perceived compliance change,
but the Compliance Scan caused a higher confidence improvement on average. It
took participants a lot longer to complete the Compliance Scan, but combined
with the higher confidence improvement I suspect this indicates that the par-
ticipants learned more from the Compliance Scan than from the RVO tool. The
impression of the C-Scan was that it is to the point and has a useful way of pre-
senting the results, as indicated by the participants of varying GDPR expertise
levels that represented SMEs in the areas of software development, software ser-
vice provision, communication service provision, health care, and social service
provision. The main areas of improvement for the tool are the lack of real world
examples and the fact that some questions need to be simplified. Overall, the
tool seemed to be a useful way to support and educate on GDPR compliance.
The criteria attached to the research problem have been met, so the solution to
the technical research problem would be the approach taken in this paper that
lead to a successfully developed tool. Summarized in one sentence, this would be
to determine a strong scope, use the most reliable source (GDPR itself) for the
content, gain insights using interviews, implement all feedback, and test against
a comparable pre-existing tool.
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Limitations to the conducted research
When examining the results, one has to keep in mind that only seven participants
have used either tool. For this reason, the focus was more on the qualitative side
than on the quantitative during the analysis. Another limitation to keep in mind
is that the experiments were done over the course of six weeks, with the final
experiments taking place after the GDPR went into effect. The participants for
the research were not randomly selected from the total pool of all Dutch SMEs,
but were randomly assigned to either one of the two groups.

Future research
Future research on the topic of GDPR compliance tools could use the anecdotal
feedback, the found strong points, and the points for improvement from this
paper, and could build forward on the now newly existing tool by doing another
iteration in the DSRM. More chapters and exceptions from the GDPR could be
implemented, and tests can be done on the best way of presenting feedback to
the user. The BPMN models developed for and implemented in the tool need to
be tested on ease of use and usefulness in general, since as of now it is unclear
whether they can provide the extra support on the topic of Rights of Data Sub-
jects the participants seem to require. Continuing in the footsteps of Kingston
[2017], the decision making in this tool might at some point be extended with
AI to assist in GDPR compliance by “asking all and only the relevant questions,
monitoring activities, and carrying out assessments”. The developed Compli-
ance Scan tool has laid the basis for a structural GDPR compliance analysis
method, and may assist more organizations even better in the future.
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Appendix

The appendix consists of the following:

1. A table with the Dutch and English names for the ten topics from the scope
2. The full structured view of the chapter Register of Processing Activities
3. The full set of example questions from the chapter Register of Processing

Activities
4. Two chapters of an example Compliance Scan report
5. The BPMN models of the rights of data subjects
6. The full set of the initial interview questions, in both English and Dutch
7. The form given to participants during the experiment

Table 13. The Dutch and English names of the ten topics from the scope

English Translation Original Dutch terms used

Awareness Bewustwording

Rights of Data Subjects Rechten van betrokkenen

Register of Processing Activities Register van verwerkingsactiviteiten

Data Protection Impact Assessment Data Protection Impact Assessment

Data Protection by Design and
Data Protection by Default

Privacy by Design & Privacy by
Default

Data Protection Officer
Functionaris voor de
Gegevensbescherming

Personal Data Breaches Meldplicht Datalekken

Processing Agreements Verwerkersovereenkomsten

Lead Supervisory Authority Leidende Toezichthouder

Consent Toestemming
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Fig. 11. The full structured view of the chapter Register of Processing Activities
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Fig. 12. The full set of example questions from the chapter Register of Processing
Activities 49



Fig. 13. Two chapters of an example Compliance Scan report
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Fig. 14. The right of access in BPMN
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Fig. 15. The right to data portability in BPMN
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Fig. 16. The right to erasure in BPMN
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Fig. 17. The right to objection in BPMN
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Fig. 18. The right to rectification in BPMN
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Fig. 19. The right to restriction of processing in BPMN
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Fig. 20. The right to not be subjected to automated decision making in BPMN
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Fig. 21. The subprocess “Determine need for processing”
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Fig. 22. Initial interview questions in English, first page
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Fig. 23. Initial interview questions in English, second page
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Fig. 24. Initial interview questions in Dutch, first page
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Fig. 25. Initial interview questions in Dutch, second page

62



Fig. 26. Experiment form, first page
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Fig. 27. Experiment form, second page
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Fig. 28. Experiment form, third page
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Fig. 29. Experiment form, fourth page
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Fig. 30. Experiment form, fifth page
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Fig. 31. Experiment form, sixth page
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Fig. 32. Experiment form, final page
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